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* Questions and answers


https://transnexus.com/

09 TransNexus

SHAKEN overview
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What does SHAKEN do?

* |dentifies the service provider who originated the call

* Allows the service provider to attest
* |f they know the end-user who placed the call
* |f they know the end-user is authorized to use the calling number

* Does not directly indicate whether a call is wanted versus unwanted

* Provides information to the Call Validation Treatment (CVT) which
determines whether a call is wanted versus unwanted


https://transnexus.com/

@TransNe}uw
SHAKEN ecosystem

Sets policies Enforces policies

Sign/verify PASSporTs Issue certificates to service providers
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P SHAKEN call flow

1. Determines the attestation level for the call
2. Creates a PASSporT that includes the attestation level
3. Signs the PASSporT using their certificate

Subscriber

Subscriber

SIP INVITE
with PASSporT

SIP INVITE
with PASSporT
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Attestation levels

* A — Full attestation
* Is responsible for the origination of the call onto the IP based service provider voice network.
* Has a direct authenticated relationship with the customer and can identify the customer.
* Has established a verified association with the telephone number used for the call.

* B — Partial attestation
 Is responsible for the origination of the call onto the IP-based service provider voice network.
* Has a direct authenticated relationship with the customer and can identify the customer.
* Has NOT established a verified association with the telephone number used for the call.

* C— Gateway attestation
* Has no relationship with the initiator of the call (e.g., international gateways).
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SIP INVITE with PASSporT

INVITE sip:+12155551213@tel.examplel.net SIP/2.0

Via: SIP/2.0/UDP 10.36.78.177:60012;branch=z9hG4bK-524287-1---77bal17085d60f141;rport

Max-Forwards: 69

Contact: <sip:+12155551212@69.241.19.12:50207;rinstance=9da3088f36cc528e>

To: <sip:+12155551213@tel.examplel.net>

From: "Alice"<sip:+12155551212 @tel.example2.net>;tag=614bdb40

Call-1D: 79048YzkxNDASNTI1MzAOOWFjOTFKMmFIODhiINTI2OWQ1ZTI

P-Asserted-Identity: "Alice"<sip:+12155551212 @tel.example2.net>,<tel:+12155551212>

CSeq: 2 INVITE

Allow: SUBSCRIBE, NOTIFY, INVITE, ACK, CANCEL, BYE, REFER, INFO, MESSAGE, OPTIONS

Content-Type: application/sdp

Date: Tue, 16 Aug 2016 19:23:38 GMT

Identity:
eyJhbGciOiJFUzI1NilsiInBwdCI6InNoYWtlbilsinR5cCl6InBhc3Nwb3J0liwieDV1ljoiaHROcHM6Ly9jZXJOLMmV4YW 1wbGUub3JnL3Bhc3Nwb3JOLnBIbSJ9. eyJhdHRIc3QiOi)BliwiZGVzdCl6ey)Obil6 WyIxMjEyNTU
1IMTIxMyldfSwiaWFO0ljoxNDcxMzc1INDE4LCIvemlinljp7InRuljoiMTIXNTULINTEyMTIifSwib3JpZ21kljoiMTIzZZTQ1NjctZTg5YiOxXMmQzLWEONTYtNDI2NjU1NDQwMDAwINO0._V41ThRJ74MktxelLGaZQGAir8pclv
mB60QEMgS4Ym7FPwGxm3tDUTRTpQ5X0relYset-ESch90tFNDxOCTjerg ;info=<https://cert.example.org/passport.pem>;ppt="shaken"

Content-Length: 122

v=0

0=-13103070023943130 1 IN IP4 10.36.78.177
c=INIP4 10.36.78.177

t=00

m=audio 54242 RTP/AVP O

a=sendrecv

10
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Decoded PASSporT

Header

{
"alg": "ES256",

ppt": "shaken",

"typ": "passport",
"x5u": "https://cert.example.org/passport.pem"

Signature

_V41ThRJ74MktxeLGaZQGAir8pclvmB60QEMgS4Ym7FPwGxm3tDUTRTpQ5X0re
IYset-EScb90otFNDxOCTjerg

Payload

{
"attest": "A",

"dest": {
"tn": [
"12125551213"
]
2
"iat": 1471375418,
"orig": {
"tn":"12155551212"

b
"origid": "123e4567-e89b-12d3-a456-426655440000"

11
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Certificate

MIIC8zCCApmgAwIBAgIQaP0LzopRzU51Hil77zNgjzAKBggqhkjOPQQDAjBnMQsw
CQYDVQQGEWIVUZEZMBcGALIUEChMQVHIJhbnNOZXh1cywgSW5jLJEPMAOGALIUECXMG
UOhBSOVOMSwwKgYDVQQDEyNUcmFuc05leHVzLCBJbmMulFNIQUtFTiBJc3N1aW5n
IENBMzAeFwOyMjA3MDcyMDA5SNTFaFwOyMjA3MTQyMDASNTBaMFAxCzAJBgNVBAYT
AIVTMRowGAYDVQQKExFBc3N1cmFuY2UgVGVsZWNvbTEPMAOGA1UECXMGUOhBSOVO
MRQwEgYDVQQDEWtTSEFLRU4gNTE4S]BZMBMGByqGSM49AgEGCCqGSM49AWEHAOIA
BNWJ/aw7x2dfCbEsYMww8uWpEklQhsa3S2sgoN3wTsj9H4FF20YmAztvCmxYqaV6
r90/00eTVujyLI70aHpYrN+jggE8MIIBODAMBgNVHRMBAFSEA]JAAMA4GA1UdDWEB
/wQEAwIAgDAdBgNVHQAEFgQUNISOGRW3XhxGc9i3QbRFccD8qYwwHwYDVROjBBgw
FoAUu5beMRLN05aZhKQ2MGA811KBfScwFwYDVROgBBAwWDjAMBgpghkgBhv8JAQED
MIGmBgNVHR8EgZ4AwgZswgZigOqA4hjZodHRwczovL2F1dGhlbnRpY2F0ZS1hcGku
aWNvbmVjdGI2LmNvbS9kb3dubG9hZC92MS9jcmyiWgRYMFYxFDASBgNVBAcCMCOJy
aWRNZXdhdGVyMQswCQYDVQQIDAJOS;ETMBEGA1UEAwwWKU1RJLVBBIENSTDELMAKG
A1UEBhMCVVMxDzANBgNVBAoMBINUSS1QQTAWBggrBgEFBQcBGgQKMAIigBhYENTE4
SjAKBggqhkjOPQQDAgNIADBFAIB89BGf1siNxOkPkbQ/Jr2t63JaUpDfd1Y2ciCy
D5y+KAIhAJtWZai36eBbb/cRXwpwFgRh2BdOcc/fY4Ves863zQzX

12
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Parsed certificate

Version: 3
Serial Number: 68:fd:0b:ce:8a:51:cd:4e:75:1e:22:7b:ef:33:60:8f
Signature Algorithm: ecdsa-with-SHA256
Issuer: C=US, O=TransNexus, Inc., OU=SHAKEN, CN=TransNexus, Inc. SHAKEN Issuing CA3
Subject: C=US, O=Assurance Telecom, OU=SHAKEN, CN=SHAKEN 518)J
Validity:
Not Before: Jul 7 20:09:51 2022 GMT
Not After: Jul 14 20:09:50 2022 GMT
X509v3 extensions:
TN Auth List:
Service Provider Code: 518)
Basic Constraints: critical
CA: FALSE
Key Usage: critical
Digital Signature
Subject Key Identifier:
36:5F:4E:19:15:B7:5E:1C:46:73:D8:B7:41:B4:45:71:C0O:FC:A9:8C
Authority Key Identifier:
BB:96:DE:31:12:CD:D3:96:99:84:A4:36:30:60:3C:D7:52:81:7D:27
Certificate Policies:
Policy: 2.16.840.1.114569.1.1.3
CRL Distribution Points:
Full Name:
URI: https://authenticate-api.iconectiv.com/download/v1/crl
CRL Issuer:
Directory Name: L=Bridgewater, ST=NJ, CN=STI-PA CRL, C=US, O=STI-PA
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Non-IP out-of-band SHAKEN
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Non-IP out-of-band SHAKEN

1. Determines the attestation level for the call
2. Creates a PASSporT that includes the attestation level
3. Signs the PASSporT using their certificate

PASSporT PASSporT

Subscriber

Subscriber

ISUP IAM ISUP IAM

15
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STI-CPS AP| endpoints

Description Authentication Request Body Successful | Successful Response Body
Response
Code
/health GET Check STI-CPS None N/A 200 {
health "status": 200,
"message": "OK”
}
/passports/DEST/ORIG  POST Publish JWT signed by { 201 {
PASSporT(s) SHAKEN certificate "passports": ["..."] "status": 201,
} "message": "Created”
}
/passports/DEST/ORIG  GET Retrieve JWT signed by N/A 200 {
PASSporT(s) SHAKEN certificate "tokens": ["..."]

"passports": ["..."]

}
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Non-IP in-band SHAKEN
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Non-IP in-band SHAKEN

1. Determines the attestation level for the call

2. Creates a PASSporT that includes the attestation level
3. Signs the PASSporT using their certificate

L
—
dh

Authentication

Service
(STI-AS)

é Originating

Subscriber

AV

Service
Provider
(OSP)

N

4

ISUP IAM

>

“

with PASSporT

in UUI

AV

Transit
Provider(s)

N

Call Validation

Treatment
(CVT)

Verification

Service
(STI-VS)

4

ISUP IAM

with PASSporT \_

in UUI

>

é Terminating

Service
Provider
(TSP)

N

4

Subscriber
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ISUP UUI encoding

UUI protocol discriminator

ppt/alg

attest

x5u

iat

origid

Signature

16 -103

104 - 135

136 - 263

264 -775

01001010

000000

OO = I{A”
01 = I{B"
10 = I{CII

Per ITU Q.931, identifies UUls
intended use.

PASSporT type and algorithm.

Attestation level

ASCIl encoded URL without
protocol (assumes HTTPS) . Most
significant bytes are padded with
NULL characters (“00000000”).

32-bit unsigned integer. Number
of seconds since UNIX epoch.

128-bit UUID

PASSporT signature
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ISUP UUI encoding example
Fed [Swposons Ve

UUI protocol discriminator 0-7 01001010

ppt/alg 8-13 000000

attest 14-15 00

x5u (bit.ly/30dj5jb) 16 -103 01100010 01101001 01110100 0000000001101100 01111001 00110011 01101111
01100100 01101010 00110101

iat 104 - 135 01100000 01110000 11001011 01110000

origid 136 - 263 00010010 00111110 01000101 01100111 11101000 10011011 00010010 11010011
10100100 01010110 01000010 01100110 01010101 01000100 00000000 00000000

Signature 264 —-775 11111101 01011110 00110101 01001110 00010100 01001001 111011121 10000011

00100100 10110111 00010111 10001011 00011001 10100110 01010000 00011000
00001000 10101011 11110010 10010111 00001000 10111110 01100000 01111010
00111001 00000001 00001100 10000001 00101110 00011000 10011011 10110001
01001111 11000000 01101100 01100110 11011110 11010000 11010100 01001101
00010100 11101001 01000011 10010101 11110100 10101101 11101001 01011000
10110001 11101011 01111110 00010001 00100111 00011011 11110110 10001011
01000101 00110100 00111100 01001110 00001001 00111000 11011110 10101110
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STI-AS integration

e SIP redirect
 SIP INVITE

» SIP 302 response with Identity header (plain or embedded) for in-band
e SIP 503 response for OOB

* SIP proxy
* SIP INVITE
e SIP INVITE with Identity header

* 3GPP TS 24.229 HTTP API

« HTTP POST with attestation level and origid
« HTTP 200 with PASSporT
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STI-AS integration with SIP 302 for in-band

[ Subscriber ] [ Switch ] [

SIP INVITE or ISUP IAM

SBC ] [ ClearlP ]

SIP INVITE

SIP INVITE

SIP 302 with PASSporT

SIP INVITE w

ith PASSporT

[ Provider ]

23
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STI-AS integration with SIP 503 for OOB

[ Subscriber ] [ Switch ]

SIP INVITE or ISUP IAM

[ ClearlP ] [ STI-CPS ]
SIP INVITE
HTTP POST
SIP 503 HTTP 201
ISUP IAM

[ Provider ]

24
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STI-AS integration with SIP proxy

[ Subscriber ] [ PBX

] [ Proxy ]

SIP INVITE or ISUP IAM

SIP INVITE

[ ClearlP ]

SIP INVITE

SIP 302 with PASSporT

SIP INVITE w

ith PASSporT

[ Provider ]

25
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STI-AS integration with HTTP

[ Subscriber ] [ Switch ] [

SIP INVITE or ISUP IAM

SBC

] | Nex0ss |

SIP INVITE

HTTP POST

HTTP 200

SIP INVITE w

ith PASSporT

[ Provider ]

26


https://transnexus.com/

A
() TransNexus
vy

STI-VS integration

* SIP redirect
e SIP INVITE
» SIP 302 response with P-Asserted-ldentity header including verstat (plain or
embedded)
* SIP proxy
e SIP INVITE
* SIP INVITE with P-Asserted-lIdentity header including verstat

* 3GPP TS 24.229 HTTP API

« HTTP POST with PASSporT
e HTTP 200 with verstat
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STI-VS integration with SIP 302 for in-band

[ Provider] [ SBC ] [ ClearlP ] [ Switch ] [Subscriber]

SIP INVITE
with PASSporT

SIP INVITE
with PASSporT

) SIP 302 with verstat

SIP INVITE Wwith verstat

SIP INVITE with verstat

28
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STI-VS integration with SIP 302 for OOB

[ Provider ]

ISUP IAM

| Switch | | ClearlP | | sTIcPs |

SIP INVITE

SIP 302 with verstat

HTTP GET

HTTP 200 with PASSporT,

SIP INVITE with verstat

[ Subscriber ]

29
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STI-VS integration with SIP proxy

[Provider] [ Proxy ] [ ClearlP ] [ PBX ] [Subscriber]

SIP INVITE
with PASSporT

SIP INVITE
with PASSporT

) SIP 302 with verstat

SIP INVITE Wwith verstat

SIP INVITE with verstat

30
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STI-VS integration with SIP proxy

[ Provider ] [ SBC ] [ NexOSS ] [ Switch ] [Subscriber]

SIP INVITE
with PASSporT

HTTP POST

HTTP 200

SIP INVITE Wwith verstat

SIP INVITE with verstat

31
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Questions and answers
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More resources

Telecom glossary

SHAKEN whitepapers
e Understanding STIR/SHAKEN
e Certificate management for STIR/SHAKEN
e STIR/SHAKEN authentication service
e STIR/SHAKEN verification service

SHAKEN standards
* ATIS-1000074.v003
e ATIS-1000080.v004

SHAKEN regulations
* Code of Federal Regulations - Caller ID Authentication
* TRACED Act
*  First Report and Order
* Second Report and Order
* Third Report and Order
e Fourth Report and Order
e Fifth Report and Order

Useful tools
¢ Decode PASSporT
e Parse certificate

33
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https://transnexus.com/shaken-info-hub/#whitepapers
https://transnexus.com/whitepapers/understanding-stir-shaken/
https://transnexus.com/whitepapers/stir-shaken-cms-solutions/
https://transnexus.com/whitepapers/shaken-as/
https://transnexus.com/whitepapers/shaken-vs/
https://transnexus.com/shaken-info-hub/#standards
https://access.atis.org/apps/group_public/download.php/67436/ATIS-1000074.v003.pdf
https://access.atis.org/apps/group_public/download.php/62163/ATIS-1000080.v004.pdf
https://transnexus.com/shaken-info-hub/#regs
https://www.ecfr.gov/current/title-47/chapter-I/subchapter-B/part-64/subpart-HH
https://www.congress.gov/116/plaws/publ105/PLAW-116publ105.pdf
https://docs.fcc.gov/public/attachments/FCC-20-42A1.pdf
https://docs.fcc.gov/public/attachments/FCC-20-136A1.pdf
https://docs.fcc.gov/public/attachments/FCC-21-93A1.pdf
https://docs.fcc.gov/public/attachments/FCC-21-122A1.pdf
https://docs.fcc.gov/public/attachments/FCC-22-37A1.pdf
https://jwt.io/
https://redkestrel.co.uk/products/decoder/
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